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Policy Overview

This Data Protection Policy - DPP (“the Policy”) outlines EUNI Training Institute’s (“the
Institute”) commitment to protecting the privacy and security of the personal data of its
students, faculty, staff and other stakeholders, in compliance with the Constitution of
Kenya (2010), Kenya Data Protection Act (2019) and relevant guidelines issued by
the Office of the Data Protection Commissioner (ODPC).

This Policy outlines how personal data is collected, used, stored, shared and protected

by the Institute in the course of its operations.

Legal Framework

This policy is guided by the following laws:

Article 31 of the Constitution of Kenya (2010) — Right to Privacy.

e The Data Protection Act, 2019 — Governs the collection and processing of

personal data.

e Regulations issued by the Office of the Data Protection Commissioner
(ODPC).

e Other applicable regulations including those from the Ministry of Education and
TVET/CDACC, where relevant.

Purpose

This policy establishes the guidelines and directives governing the collection and
processing of personal data by the Institute pertaining to its staff, students, research
participants, suppliers and other third parties, ensuring compliance to relevant data

protection legislation and adherence to the protection of data subjects’ rights.



Scope

This policy applies to all personal data collected, processed and stored by the Institute,

regardless of format or the individual it relates to:

All past, current or prospective staff, students, interns, consultants, third-party

vendors and partners.

All of the Institute’s activities including, but not limited to, teaching and learning
support, research, human resource administration, student recruitment,

admissions, financial management, IT support, legal compliance and marketing.

All platforms operated by the Institute including its websites, LMS (Learning

Management System), email, surveys and enrollment systems.

Key Definitions

For the purposes of this Policy, the following definitions apply:

Personal Data: Information relating to an identified or identifiable natural person.

Data: Information processed by automated means, recorded with the intention of
being processed by such equipment, or recorded as part of a relevant filing

system.

Data Subject: An identified or identifiable natural person whose personal data is

collected or processed.

Data Controller: A natural or legal person, public authority, agency, or other
body which, alone or jointly with others, determines the purpose and means of

processing personal data.

Data Processor: A natural or legal person, public authority, agency, or other

body which processes personal data on behalf of the data controller.

Processing: Any operation performed on personal data, whether or not by

automated means, including collection, storage, use, sharing, or deletion.



Anonymization: The removal of personal identifiers from personal data so that

the data subject is no longer identifiable.

Consent: Any manifestation of express, unequivocal, free, specific and informed
indication of the data subject's wishes by a statement or by a clear affirmative
action, signifying agreement to the processing of personal data relating to the

data subject.

Third Party: A natural or legal person, public authority, agency or other body,
other than the data subject, data controller, data processor or persons who,
under the direct authority of the data controller or data processor, are authorized

to process personal data.

Principles of Data Protection

EUNI Training Institute adheres to the following principles in processing personal data:

Lawfulness, Fairness, and Transparency: Data is processed lawfully, fairly and

in a transparent manner.

Purpose Limitation: Data is collected and stored in a form which permits
identification of data subjects for no longer than is necessary for the purposes for

which the personal data are processed. for specified, legitimate purposes.

Data Minimization: Only data that is necessary for the intended purpose is

collected.

Accuracy: Reasonable steps are taken to ensure data is accurate and up to

date.

Storage Limitation: Data is kept in a form which permits identification of data
subjects for no longer than is necessary for the purposes for which the personal

data are processed.

Integrity and Confidentiality: Data is protected against unauthorized or

unlawful access, loss or destruction.



e Accountability: The Institute shall demonstrate compliance with the Data

Protection Act.

Types of Personal Data Collected
The Institute may collect the following categories of data:

o Student Data: Name, contact information, ID number, education history, photos,

academic records.

o Staff Data: Employment history, ID numbers, payroll information, biometric data

where applicable.
e Third-Party Data: Vendor or partner contact and contractual information.

o Digital Data: IP address, browser data, LMS activity logs, emails, etc.

Legal Basis for Processing

Data is collected and processed based on:
e Consent of the data subject.
e Performance of a contract, such as enrollment or employment.
e Compliance with legal obligations.

o Legitimate interests of the Institute, provided it does not override fundamental

rights.

Rights of Data Subjects

EUNI Training Institute recognizes the rights of data subjects, including:



Right to be informed: Data subjects have the right to be informed about the
collection and use of their personal data. EUNI will provide clear and concise

privacy notices.

Right to access their data: Data subjects have the right to obtain from EUNI
confirmation as to whether or not personal data concerning them are being

processed and where that is the case, access to the personal data.

Right to rectification of inaccurate data:Data subjects have the right to obtain
from EUNI without undue delay the rectification of inaccurate personal data
concerning them. Taking into account the purposes of the processing, the data

subject shall have the right to have incomplete personal data completed.

Right to erasure (right to be forgotten): Data subjects have the right to obtain from
EUNI the erasure of personal data concerning them without undue delay where certain

conditions apply (e.g, data no longer necessary for the purpose, withdrawal of consent).

Right to object to processing: Data subjects have the right to object, on grounds
relating to their particular situation, at any time to processing of personal data

concerning them, including profiling.

Right to data portability: Data subjects have the right to receive the personal
data concerning them, which they have provided to EUNI, in a structured,
commonly used and machine-readable format and have the right to transmit

those data to another controller without hindrance from EUNI.

Right to lodge a complaint with the ODPC: Data subjects have the right to lodge
a complaint with the Data Commissioner regarding the processing of their

personal data.

Right to compensation: A person who suffers damage by reason of a
contravention of the DPA 2019 is entitled to compensation for that damage from

the data controller or data processor.



Data Security Measures

All electronic data is stored in secure systems with role-based access controls

and encryption.

Physical records are stored in locked cabinets with restricted access.
Regular training for staff on data protection and cyber hygiene.
Backup systems and disaster recovery plans are in place.

Breach notification procedures follow the ODPC requirements.

Data Sharing and Transfers

Personal data may be shared with regulatory bodies, examination councils
(e.g.CDACC, KNEC) or legitimate partners only when necessary.

Third parties must sign a Data Processing Agreement (DPA).

International data transfers shall only occur where adequate protection is
ensured, in compliance with the Act - the Institute will provide the appropriate
safeguards and also ensure that enforceable data subject rights and effective

legal remedies for data subjects are available.

Data Retention

Student academic records are retained as required by the Ministry of Education.

Staff records are kept for a minimum of 7 years post-employment unless a longer

period is required by law.

Other data is retained as long as necessary and securely disposed of when no

longer required.



Data Breach and Incident Response
e Breaches will be reported to the ODPC and affected individuals within 72 hours.
e Internal investigation and containment measures will be initiated immediately.

e A record of breaches shall be maintained.

Roles and Responsibilities

o Data Protection Officer (DPO): Oversees implementation, compliance, training

and audits.
e All Staff: Must ensure data is processed in compliance with this policy.

e Management: Responsible for supporting a data protection culture.

Policy Review

This policy shall be reviewed every three (3) years or upon significant changes to the

law or the Institute’s data processing practices.



References

1. The Data Protection Act, 2019

Contact Information

For queries or requests relating to data protection, contact:
Data Protection Officer (DPO)

EUNI Training Institute

Email: tech@ebulux.lu

Phone: +254707835194

Address:

10


https://kenyalaw.org/kl/fileadmin/pdfdownloads/Acts/2019/TheDataProtectionAct__No24of2019.pdf
mailto:tech@ebulux.lu
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